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Office Order -227 /2025

In supersession to the existing Sikkim University Information Technology (IT) Resources and
Internet Facility Usage Policy document notified vide office order — 402/2019 dated
05.12.2019, the Policy document titled “Sikkim University Policy document on Institutional
Brand, Imagery, Information and Communication Technology (ICT) Resources & Facilities” is
hereby attached as an Annexure of this Office Order for strict and full compliance by everyone
(students, officers, faculty, staff of the University and all visiting users of the University
including visitors, guests, contractors, vendors and any third-party individuals or

organizations) accessing or using (Sikkim University’s Brand, Imagery, Information and

Prof. Laxuman S a
Registrar[IC]
Sikkim University

Communication Technology (ICT) Resources & Facilities).

Enclosures: Annexure- Sikkim University Policy document on Institutional Brand, Imagery
and Information and Communication Technology (ICT) Resources & Facilities.
Distribution:

1) PS to VC for kind information of the Vice-Chancellor

2)  PS to Registrar for kind information of the Registrar

3) PS to Finance Officer for kind information of the Finance Officer

4) PS to Controller of Examination for kind information of the CoE

5) PS to Librarian for kind information of the Librarian

6)  All Deans of School of Studies

7) Dean Students’ Welfare - For integrating the Policy Document in the Admission Portal
and other Student’s interfaces and disseminating the information to the students.

8) Director-Yangang Campus

9) All HoD(s) / In-Charge(s) — For disseminating the information to the Faculty
members, staff and students of the various departments.

10) Officers of the University

11) All Faculty and Staff via email

12) All Associations via email

13) All Class Rooms, Library, Hall and common areas, Notice boards, Offices and
prominent locations of the University —(Large format bilingual laminated print copies
of the policy document to be put up in the said locations by General Administration
in coordination with the respective location’s Head/In-Charge)

14) Systems Management — for uploading in official website, Internet login page and to
be emailed to the user whenever a new email ID is created.

15) Office Copy

16) Guard file
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Dated:!{ /08/2025

(ANNEXURE)

Sikkim University Policy document on Institutional Brand, Imagery, Information and
Communication Technology (ICT) Resources & Facilities.

The scope of this Sikkim University Policy document on Institutional Brand, Imagery,
Information and Communication Technology (ICT) Resources & Facilities (herein referred to as
the “Policy Document”) includes but is not limited to the following category of User(s): (All
students, officers, faculty, staff of the University and all visiting users of the University
including visitors, guests, contractors, vendors and any third-party individuals or
organizations) accessing or using (Sikkim University’s Brand, Imagery, Information and
Communication Technology (ICT) Resources & Facilities). All User(s) mentioned herein should
strictly and fully comply with this Policy Document.

Sikkim University is herein also referred to only as University also.

The Policy document is applicable to the following categories of Sikkim University’s Brand,
Imagery, Information and Communication Technology (ICT) Resources & Facilities herein
referred to as “SU ICT resources and Facilities” which includes but is not limited to the
following: +

Computer hardware.

Computer software.

Computer network.

Computer storage and media drives.

Email Facility.

SAMARTH ERP Facility and other Digital
Platforms provided by the University.

Sikkim University Websites.

Internet access facilities.

Telecommunication facilities.

Audio Video Facilities.

Digital Data including document, text, audio,
video, media, database, link and other
relevant formats of data.
Any intellectual properties, copy rights, trade
marks, patents etc. of Sikkim University

University logo.

University Name.

University Flag.

University coordinates.

University Motto and Taglines.

Official document formats like letter heads,
note sheets, files etc..

Photographs  of  University  locations,
buildings, facilities and entities that are
linked to the University in official capacity.
Electronic devices.

All Sikkim University’s institutional ICT,
electronic or other relevant assets, whether
on-premises or cloud-based and irrespective
of location (campus, remote work, etc.)

The following clauses are applicable and binding to all the User(s) who are under the scope
of this Policy document and strictly prohibits the following in relation to the SU ICT

Resources and Facilities:

1. General Prohibition: Users are prohibited from creating, viewing, accessing, attempting
to access, storing, transmitting, receiving or displaying, promoting, publishing unlawful

o
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and malicious Data either electronically or in hard copy using the SU ICT Resources and
Facilities.

Users are prohibited from downloading, creating, manipulating, transmitting or
storing of:

» Any unconstitutional, unlawful or illegal activities.

» Any violent, indecent or lewd images, video, text or any other data, or any data
capable of being resolved into lewd, violent or indecent contents.

» Materials which are unlawful, derogatory, intimidating and discriminatory in nature.

Unsolicited emails or other modes of communications containing malicious contents.

» Material which can be used to assist in any work of harassment, bullying and/or
victimisation of a member of the University or a third party.

» Material which promotes discrimination on the basis of gender, religion or belief,
disability, race, age, sexual orientation or any other form of discrimination in general.

» Material with the intent to deceive or which is likely to deceive others.

» Material which supports or endorses any unlawful act.

» Material that infringes the intellectual property rights or privacy rights of Sikkim
University or a third party, or that is in breach of a legal duty owed to Sikkim
University or another party.

» Material that brings the University into disrepute.

» Any other activity which is against the interest of institutional and national security
and integrity.

\4

Unauthorized Access & Usage:

» Users shall not gain or attempt to gain unauthorized access to any institutional SU
ICT Resources and Facilities including computer system, network, data, application
or account.

» Users shall not use SU ICT Resources and Facilities for purposes other than those
for which they are officially designated (primarily academic, research, and
administrative functions).

Security Tampering & Circumvention:

» Users shall not attempt to bypass, disable, or circumvent any security measures,
access controls, firewalls, filters, or protective technologies implemented by the
University.

» Users shall not conduct unauthorized vulnerability scanning, penetration testing, or
network monitoring on SU ICT Resources and Facilities.

Introduction of Malicious Software/Content:

» Users shall not introduce, transmit, store or create any malware, viruses, worms,
Trojan horses, ransomware or any other harmful code or content on SU ICT
Resources and Facilities.

Data Backup, Theft, Loss or Unauthorized Disclosure:
» Users are responsible for ensuring proper backup of critical institutional data under

their purview and custody. W
MmN
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> Deletion or destruction of official data must be authorized and documented.

> When the affiliation of a User is terminated with the University, any such confidential
or critical data should be handed over to the University and further usage or
dissemination of the same by the disaffiliated User is strictly prohibited and will
considered illegal and unlawful.

> Users shall not steal, corrupt, alter, damage, destroy or disclose any institutional
data, confidential information or intellectual property without proper authorization.

> Users shall not share their institutional account credentials (passwords, OTPs, etc.)
with anyone else. Each user is responsible for the security of their own account.

7. Illegal Activities & Content:
» Users shall not use SU ICT Resources and Facilities to engage in any illegal activities,
including but not limited to:

» Copyright infringement (e.g., unauthorized downloading or sharing of copyrighted
music, movies, software etc.).

» Hacking, cyberstalking, harassment or cyberbullying.

» Distribution or viewing of obscene, pornographic or hate-related content.

» Fraudulent activities, phishing or identity theft.

» Any activity prohibited by The Information Technology Act, Information Technology

(Reasonable Security Practices and Procedures and Sensitive Personal Data or
Information) Rules, The Bharatiya Nyaya Sanhita, 2023, The Copyright Act, The
Trade Marks Act, Digital Personal Data Protection Act, Prevention of Money
Laundering Act and other applicable laws, ordinances, guidelines, acts, rules,
regulations, directives, orders, notifications, circulars, documents etc. from Indian
Computer Emergency Response Team (CERT-In), Ministry of Electronics and
Information Technology and other relevant agencies, organisations, departments,
ministries etc.

8. Disruption of Services & Resource Abuse:

» Users shall not engage in activities that disrupt or attempt to disrupt the normal
operation of SU ICT Resources and Facilities including Computer systems, networks,
relevant services or any such activities that consume excessive network bandwidth
or other IT resources to the detriment of other users.

9. Installation of Unauthorized Software/Hardware:
» Users shall not install or use any unlicensed software, pirated software or
unauthorized hardware on SU ICT Resources and Facilities.

10. Violation of Privacy:
» Users shall not access, collect, disclose or use personal or sensitive information of
others without explicit consent and legitimate institutional purpose.

11. Impersonation or False Representation:
> Users shall not impersonate the University, its officials, other Users, departments,
Sections or any authorized entity through the unauthorized use of its name, logo,

el
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official email addresses, websites, links or other identifiers with an intent to deceive
or mislead.

12. Commercial or Personal Gain without Authorization:
» Users shall not use the SU ICT Resources and Facilities for personal or commercial
gain, advertising or promotional activities unrelated to University’s official affairs
unless explicitly authorized through a formal agreement or policy.

13. Defamatory, Offensive or legal Context:

» Users shall not use the SU ICT Resources and Facilities including the University’s
name, logo, photographs, imageries or other brand assets in any context that is
defamatory, offensive, discriminatory, harassing, obscene, sexually explicit, promotes
violence, hate speech or is otherwise illegal or contrary to the University’s values and
public morality.

» Users should not use SU ICT Resources and Facilities to engage in defamatory,
inflammatory or other malicious activities on Social Media platforms, Public
Communications or any other such platforms.

14. Alteration or Misrepresentation of Brand Elements:

» Users shall not alter, modify, distort, resize disproportionately, change colors, or
| otherwise manipulate the University’s logo, photographs, name, audio, video, data
etc. in any way.
| » Users shall not use University’s brand asset or SU ICT Resources and Facilities in a
manner that misrepresents the Institution, implies false endorsement, affiliation,
sponsorship or partnership.

15. Unauthorized Use of Brand Elements:

» Users shall not use the SU ICT Resources and Facilities including the University’s
official name, email ids, acronyms, logos, emblems, seals, official photographs, videos,
slogans, websites, links or other brand elements for any purpose without prior,
explicit written authorization from the designated authority.

> The SU ICT Resources and Facilities may not be used for any form of commercial
activities.

» The SU ICT Resources and Facilities may not be used for any other activities that are
unlawful and illegal in nature.

16. Monitoring and Audit
» The University reserves the right to lawfully monitor, audit and log all user activities

on SU ICT Resources and Facilities for compliance, security and operational purposes,

subject to applicable laws.
» Such monitoring may include user activity logs, network traffic, file access, and email

usage.

17. Consequences of Violation: In the event of a breach of any of the above clause(s),
University will not be held liable under any circumstances and the concerned User(s)
whose action has/have led to the breach will be solely/collectively held liable. The
University reserves the right to report serious violations to relevant law enforcement

agencies. W

Prof. Laxuma arma
Registrar{IC]

Sikkim University
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> ST CEg SATSHIET ST SR Giereadt b1 ST cafeh a1 sArertish e, fwe A frafimers %
sTfershTich ATHel | STt s et % fore 36w, s e o sieien gugte = Afd & arem
| T & ¥ 1fuea 7 R Er |

13. AT, ATUTHa-eR T 3 Haal:
> SuamTERdl fergfarera & M, SN, B, SESH A1 99 wie uREufhat afed weg st et i
GferarAl =1 I ot oft U vt & T T S SIS, AR, HFTEvl, W i aTet, 3edid,
AN &9 Y T B, e, SUTRTE T R ST SaT & A7 S sy & A1 frafaner % gedt o wrest
Sfcrehe % foradia &
> SUFNTEHATSAT il Gl HISAT THHH, Arasii-eh Gu) A7 foret 3121 U8 WiehM 9T STIqsie, e a1
&1 gieATgl Tfafeferdt § der B % foTe Tey ATSHIE HeTeRT ST glerrat T SwinT Te e =e
14. S qeat § TR 9T Terad T
> ITETTRAl feREt off atE o feraforaera % v, wier, Am, sitfear, ifea, e enfa i ufafda, wenfod, fa,
SATRT | STETT 9 § TR, T7 TR 37 ST 2T T8 i)
> ITATERGT faafaere H e guf o Ty STEHie SHTeET S gieens w1 IwnT vy s & 6 w0 S
HEAT 1 T o © S T &1, Tord G, HelgdT, SIS 31 ATar! i Hehd odl 2l

15. TS Teat T FATUHRT TTFT:

> ITERTHRAT fafarner & sl W, e S, wiew T, S, wdten, 9o, e B, e,
N, Feree, fofsh a1 317 Fiie qcat afed Tey S Tt T gl & v R off 3t & fo
e wTfersRTt & 96, T9% forftae sfersror o forr & i)

> TEY SIS HETOAT ST gfereratt s v foRet ff wer o et nfafafer & fore T fm S asd
2

> TEg SATEHIE TRt ST gleeradt w1 3T ot st e 3R vy wfafafer & fore T fora S wear
2

16. Tt 3 afveror
> Toafaerea @ FEET % T, ST, G 3T TRETe % 38 § THY SATSHIE SETe SR
afgraedt @ auft SyEnTeRdt 1 fafafit f FeE E @ Fr, s S S w5 w SER
Hfard T 2
17. Iocia= & UNUTTH ; IUTes fRat off We & Sooia st Ryt &, Fraferner faet ot aftfeafa & et
T T ST wa i SuarTeRAt/SuaTTeRAtToT, feeht wiafafiat o wrur SeeEe 5ot €, i ae/A iR
®Y § ITETE 2 Frafrrers 1 SeciaAt ht GeET S fid ST TaaT UHTHEt i 3 T Afaei
Fferd Tt 8l
= Afet TSt i Soeie F T FEfefaa giom ot & ad &-
> STt St ST ST |
> e waTs fore forelt e ve a1 whr e/ osifeEt gr S SR T FATS S et i
e &, STEt Fel AR & | K{\Z';\;\”

1. er&wor It
FoEtad (TWHT)
Tafeery faafaeae
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Violation of this Policy Document can also lead to the following consequences-

» Formal warnings and general disciplinary actions.

> Punitive actions which include investigation by any third party or government
agency/agencies and legal actions and pursuit of damages, where applicable.

Loss of relevant privileges.

Suspension or termination of employment/affiliation.

Academic penalties may include suspension or expulsion.

For employees, it could range from a formal reprimand to suspension or termination
of employment.

Recovery of costs incurred due to the unauthorized or malicious activity.

Attract penalties under the following but not limited to:

The Information Technology Act, 2000, Information Technology (Reasonable Security
Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011,
The Bharatiya Nyaya Sanhita, 2023, The Copyright Act, 1957, The Trade Marks Act,
1999, Digital Personal Data Protection Act, 2023, Prevention of Money Laundering
Act, 2002 and other applicable laws, ordinances, guidelines, acts, rules, regulations,
directives, orders, notifications, circulars, documents etc. from Indian Computer
Emergency Response Team (CERT-In), Ministry of Electronics and Information
Technology and other relevant agencies, organisations, departments, ministries etc.
as well as any amendments thereto.

VVVYY

vV V

Therefore, all Users of SU ICT Resources and Facilities are directed to use the SU ICT
Resources and Facilities mandatorily and strictly only for the intended purposes and all Users
should mandatorily and strictly adhere to this Policy Document.

Legal Binding Clause: All User of SU ICT Resources and Facilities are by default considered
to have formally acknowledged their understanding and acceptance of this Policy Document
while accessing the SU ICT Resources and Facilities.

Legal Supremacy Clause: In the event of any conflict or inconsistency between the provisions
of this Policy Document and any existing or future laws, ordinances, guidelines, acts, rules,
regulations, directives, orders, notifications, circulars, documents etc. issued by the
Government of India or any relevant state authority, the latter shall prevail and take
precedence. This policy is designed to operate in harmony with the legal framework of the
Republic of India and all its clauses are subject to the overriding authority of Indian
legislation, including but not limited to the Information Technology Act, 2000, Information
Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or
Information) Rules, 2011, The Bharatiya Nyaya Sanhita, 2023, The Copyright Act, 1957, The
Trade Marks Act, 1999, Digital Personal Data Protection Act, 2023, Prevention of Money
Laundering Act, 2002 etc. as well as any amendments thereto.

ot

Prof. Laxurman Sharma;

Registrar(IC]

Sikkim University: VLR
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